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» Invented by Shamir [Shamir, 1979] and Blakley
[Blakley, 1979]
» Applications:

» Distributed storage
» Multiparty computation
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Consider the secret sharing scheme from before
Linear Secret Sharing ( ¢ » Dealer shares s and &:
» Aliceholdsci =s+rand ¢ =5+
» Bobholdsc; =rand & =
» Charlieholds cz =rn+rand & =r + T2
» A share for $ = as + bs can be constructed in the following
way:
» Alice computes ¢ = acy + bty = a(s+r1) + b(5 + 1)
» Bob computes & = ac, + bé, = arn + bfx
» Charlie computes &; = acs + bz = a(n + r2) + b(h + 2)
> NOW.§:&1 +&2—&3
» Linear secret sharing: Linear combination of shares
results in a share corresponding to the same linear
combination of secrets
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Privacy and Reconstruction

We consider ramp secret sharing: Secret

S = (51,52,...,5) € F; and shares ¢; € Fy

If Alice and Bob can obtain something like f(cy, ¢2) = sy or
f(cy,C0) = s + so then we say that they possess 1 g-bit
information.

Having m linearly independent equations yields m g-bits
information

A privacy set is a set of participants having 0 g-bits
information

A reconstructing set is a set of participants having ¢ g-bits
information
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Let P be the set of participants, A C 27 the set of all privacy
sets and I' C 2% the sets of all reconstructing sets

» t =max{m: VA€ 2” st. |Al=m,Ac A}
» r=min{m: VA€ 2P st. |[A|=m,AcT}
» Thresholdgap: g=r—t
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Ramp Secret Sharing — Goals

» A dealer, a secrets € Fg, and n participants

» Dealer construct shares ¢ = (¢1,Co,...,Cn) € Fg
» Linearity of the scheme

» Low r, high t. That is, low g
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((‘ Construction — Linear Codes

Definition (Linear Code)

Let C be aFq-linear subspace of F. Then C is called a linear
code

>

The dimension of the code dim(C) is the dimension of the
subspace

The Hamming weight: w(x) = | supp(X)|

» The Hamming distance: d(x,y) = w(x — )

Minimum distance:
d(C) = minxzyec{d(X,y)} = minkec\ (o3 {W(X)}
[n, k,d]q code, k =dim(C) and d = d(C)

» Dual code: C* = {x € F}: (x,y) =0,vy € C}

Generator matrix: k x n matrix having a basis for C as
rows



“gw cp%

((‘ Example Linear Codes

'h; .,"\1‘

Linear Secret Sharing | 9

GB ? ”eﬂ?g“, H=[1 1 1] ery®

G generator matrix for C, a [3, 2, 2], code

H generator matrix for C*, a [3, 1, 3] code
dim(C) +dim(C*) =n

Originally used for error and erasure-correcting
Encode (my, my) € F5 using C:

vV v.v. v .Y

(m1 s mg)G = (m1 , Mo, My + mg)
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((‘ Construction — Nested Codes

Linear secret sharing (10) | et Cp C Cy be [n, ko, db]q and [n, ki, di]q codes s.t. £ = ky — ko

» To share a secret s € ]Fg, letCi =L@ Cs

» Let Go be a generator matrix for C; and Gy = {gj be a

generator matrix for C;

» The dealer chooses ry, 12, ..., ry, at random in F; and
compute
(S1.32,....S( r, ....,I’kz)G1:(C1,Cg,...,Cn)

» Every linear ramp scheme can be represented in this way
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» [Kurihara et al., 2012] and [Geil et al., 2014] showed that ¢
Bounds It and r are determined by the relative generalized Hamming
weights defined as

M;(Cy, Co) = min{ws(D) : D C Cy,Dn Co = {0}, dim(D) = i}
» Fori=1:
M;i(C1, Co) = min{w(x) : x € Cy and x ¢ Cy}

> t— My(CL,CL) — 1
» r=n—M(Ci, Co)+1
» g=n—(M(Cy,C2) + Mi(Cy,Ci)) + 2
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((‘ Our Main Contribution
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» The generalized Griesmer bound from
[Zhuang et al., 2011]:

Bounds 12 ,
l—i

qg-1
n> ke + Mi(Cy, cg)+]21jqj(q/ M;(Cy, cg)w

n—ki+1+m>M(Cq,C) 1+Z )

n—ki+1+m>M(Ci,Co) 1+ m+1 ):»

m+1 o

Mi(Cq, Co) < (nfk1+1+m

q+1_1

where me {0,1,...,¢—1}.
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Bounds on f, r and g:

Theorem ([Cascudo et al., 2019])
Let C> C Cy define a linear secret sharing scheme. Then

qm+17qm qm—1
s gm—q et m =
qm+1_qm qm_1

forme {0,1,...,¢—1} and

qm+1 o qm

m
1
g (L= 2m) e (n 4 2) = B,

gz qmtt — 1 Gr

forme {0,1,....0—1}.
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m+1

>g>B :W(f—Qm)—i-qu 1(n+2)

(1)
> By = g4 (0 —2)+ 2=
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((‘ Bounds from Literature
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» Other bounds:

g=>{=:Bsjp= BS’,)

Comparison 15

see for instance [Blundo et al., 1993], and

n+2 .
gZ2q :BCCX1 |f1§t<r§nf1
2q n+2 .
> ) —1 =B, fe>2
g*2q+1(£ )+2q+1 cox, 6=

both from [Cascudo et al., 2013].
» For/>2
» BY) > Beex,
> Bg),) > Beex, when £ >n—2(g—1)
> Bg) > Beex, when £ <n—2(qg—1)
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Letg=2,n=100, and ¢ = 10. Then

Comparison 16

Bsin  Bcex,  Becx, BS,) B(G“,)

g>| 10 34 28 40 51

Letg=7,n= 1000, and ¢ = 20. Then

| Bsn Boox, Boox, By B, |

lg>|20 78 85 141 155
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» A new family of bounds improving on existing bounds for
ramp secret sharing when ¢ > 2

» One bound for each m

» In [Cascudo et al., 2019] we considered partial thresholds
and the bounds asymptotically as well
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